
Course Qualification Type Level Length

Cyber Security
Pearson BTEC Level 4 Diploma in Information 
Security Professional Competence 
Operation/Departmental Manager

30 months

This apprenticeship 
is delivered as a day 
release programme with 
attendance in college 
one day per fortnight. 

The apprenticeship 
will cover:

• Cyber security 
principles & 
techniques

• National and 
international 
cyber security 
law, standards 
& regulations

• Analysing and 
evaluation threats 
and hazards

• Building and 
developing a 
security case

• Logical and creative 
thinking, and 
analytical and 
problem solving skills

Cyber Security

Receive a real qualification

Career progression opportunities

 
APPRENTICESHIP  
STANDARD

An Apprenticeship Standard 
programme is occupation-
focused and concentrates 
on the relevant knowledge, 
skills and behaviours 
required to complete the 
programme successfully.

 
PROGRESSION 
OPPORTUNITIES 

This apprenticeship is 
recognised for entry 
to both IISP and BCS 
Associate Membership 
and for entry onto the 
Register of IT Technicians 
confirming SFIA level 3 
professional competence. 
Those completing the 
apprenticeship are eligible 
to apply for registration.

 
 
ASSESSMENT METHODS 

• Modular assignment

• Practical demonstrations 
based on case studies 

• Reflective accounts

• Expert witness testimony

• Customer feedback

• Exams for CCNA 1 and 2

 
 
ENTRY REQUIREMENTS 

• A-C/9-4 GCSE in English 
& maths OR Level 2 
functional Skills in 
English and maths

• Employers may request 
additional entry criteria

Apprenticeships
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